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We need to verify that our developed system is safe and can 

handle faults in a safe way to not cause harm

https://www.wsj.com/business/autos/huge-fire-sparked-by-a-mercedes-benz-ev-adds-to-safety-

concerns-dogging-industry-8143d058
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Thermal runaway can lead to catastrophic failure

Thermal Runaway

• Description: Uncontrolled increase in 
temperature within the battery cells.

• Potential Consequences: Fire, 
explosion, damage to the vehicle, injury to 
occupants.

• Severity: High

• Likelihood: Medium

• Risk Level: High
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Key Takeaways

Shift-Left – Identify issues sooner in the development process

Fault Injection Modeling – essential for identifying and mitigating 
potential system failures proactively

Fault Injection Testing – Validate safety of systems by simulation
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Importance of safety in systems development

Safety analysis workflow: BMS case study

AI-Assisted Model-Based Systems Engineering 

Agenda of this session
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Model-based safety analysis is a highly iterative workflow involving 

detection, mitigation, and verification

Failure,

Hazard

Attack,

Threat

Cybersecurity Functional Safety

Safety Analysis
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Defining system requirements

and architecture
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Establishing digital traceability

between safety artifacts
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Modelling faults without

modifying the design
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Faults and system protection – modelling thermal runaway
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Validating Safety Analysis through

Fault Injection Testing
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Hazard Description Potential Consequences Severity Likelihood

Risk 

Level Mitigation Measures

Thermal 

Runaway

Uncontrolled increase in 

temperature within 

battery cells

Fire, explosion, damage to 

vehicle, injury to occupants
High Medium High

Advanced thermal 

management system, 

redundant temperature 

sensors

Model-based safety analysis is fully integrated and traceable

Hazard Assessment

Fault Modeling

Safety Analysis (e.g. FMEA)

Design Logic

Run For All Faults
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Key Takeaways

Shift-Left – Identify issues sooner in the development process

Fault Injection Modeling – essential for identifying and mitigating 
potential system failures proactively

Fault Injection Testing – Validate safety of systems by simulation
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Importance of safety in systems development

Safety analysis workflow: BMS case study

AI-Assisted Model-Based Systems Engineering 

Agenda of this session
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✓ Chat & Learn

✓ Understand 

✓ Search

✓ Analyze & 

Implement

Simulink Copilot is built to help with our everyday work
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MBSE and Agentic AI: What might this actually look like…

https://blogs.mathworks.com/simulink/2026/04/26/model-based-systems-engineering-and-agentic-ai/ 

…with Simulink Agentic 

Toolkit?

https://blogs.mathworks.com/simulink/2026/04/26/model-based-systems-engineering-and-agentic-ai/
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Leverage Model-Based Systems Engineering to build safer, more 

secure and smarter systems

Reference example: Verifying Safety-
Critical Deep Learning System

Reference Example: Model-Based 
Cybersecurity Analysis
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Feel free to ask!

Valtteri Forsman

Application Engineer

MathWorks

vforsman@mathworks.com
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