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� Protocol level security is explained multiple times
� Based on username & password, messages crypted with certificates

� Application level security / protection can be done with:
– Access rights
– Permissions: role based access

https://reference.opcfoundation.org/Core/Part2/4.12/

OPC UA - Security
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https://reference.opcfoundation.org/Core/Part2/4.12/


� Access rights are ”static” variable can have following access rights:
– CurrentRead
– CurrentWrite
– HistoryRead
– Special: NoSubDataTypes, Nonatomicread, Nonatomicwrite, WriteFullArrayOnly

� Normal use cases:
– Variable can be read / write: ”CurrentRead | CurrentWrite”
– Read only variable: ”CurrentRead”

OPC UA – Access rights
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Role based access control (RBAC), username & password + role

� User has given role/roles based on username
� Role(s) selected as user ”logins” => activates session
� WellKnownRoles:

– Anonymous
– AuthenticatedUser
– Observer
– Operator
– Engineer
– Supervisor
– ConfigureAdmin
– SecurityAdmin

https://reference.opcfoundation.org/v104/Core/docs/Part3/4.8.2/

OPC UA – Permissions
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UaExpert
OPC UA – Testing Access rights & permissions
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Role permissions

User Role permissions



UaExpert
OPC UA – Read-only variable: EURange
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Access rights: CurrentRead



UaExpert
OPC UA – Anonymous: read-only permissions – no history read!
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Permissions: 
Browse, 
ReadRolePermissions, 
Read



UaExpert
OPC UA – Authenticated user: read-only permissions
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Permissions: 
Browse, 
ReadRolePermissions, 
Read,
ReadHistory



UaExpert
OPC UA – Operator: Write permission to modify values
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Permissions: 
Browse, 
ReadRolePermissions, 
Read,
Write,
ReadHistory



UaExpert
OPC UA – Administrator: All permissions also to call methods
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Permissions: 
Browse, ReadRolePermissions, Read,
Write,
ReadHistory
Call,
…

NOTE: 
Only admin can browse ServerCommands



� Access rights and permissions are not yet widely supported
� This leads to applications with protocol only security
� Future will need more dynamic & variable specific permissions
� Example cases:

– Hide folder and variables under it (business case sensitive production data)
– Special methods for server administration (only for ConfigureAdmin role)
– Multiple device vendors, allow access/visibility to devices based on different roles

� New Business Finland project (KONE, Valmet & Wärtsilä): 
Cybersecurity Assurance for IEC62443 Based Environments CTAC
– Target to build audit & reporting tool for security settings, access rights and permissions for OPC UA environments

Coordinator: petri.jurmu@vtt.fi

SUMMARY – OPC UA contains a lot of features that are not yet used
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