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OPC UA - Security

* Protocol level security is explained multiple times
* Based on username & password, messages crypted with certificates

* Application level security / protection can be done with:
— Access rights
— Permissions: role based access Permission are

mapped to Roles
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Figure 4 - Role overview
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OPC UA — Access rights

* Access rights are "static” variable can have following access rights:
— CurrentRead
—  CurrentWrite
— HistoryRead
— Special: NoSubDataTypes, Nonatomicread, Nonatomicwrite, WriteFullArrayOnly

* Normal use cases:

— Variable can be read / write: "CurrentRead | CurrentWrite”
— Read only variable: ”"CurrentRead”
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OPC UA — Permissions

Role based access control (RBAC), username & password + role

* User has given role/roles based on username
* Role(s) selected as user "logins” => activates session
o We”KnownROIeS: Table 2 - Well-Known Roles

o Anonymous BrowseName Suggested Permissions
o AUthentI Cated User Anonymous The Role has very limited access for use when a Session has anonymous credentials.
— QObserver
. The Role has limited access for use when a Session has valid non-anonymous credentials but has not been
AuthenticatedUser n
—_ Operator explicitly granted access to a Role.
— Eng | neer Observer The Role is allowed to browse, read live data, read historical data/events or subscribe to data/events.
— Su pennsor o . The Role is allowed to browse, read live data, read historical data/events or subscribe to data/events.
erator
. . P In addition, the Session is allowed to write some live data and call some Methods.
— ConfigureAdmin
Eng The Role is allowed to browse, read/write configuration data, read historical data/events, call Methods or
. : ngineer
- SeCU r|tyAd min g subscribe to data/events.
. The Role is allowed to browse, read live data, read historical data/events, call Methods or subscribe to
Supervisor

data/events.
ConfigureAdmin The Role is allowed to change the non-security related configuration settings.

SecurityAdmin The Role is allowed to change security related settings.
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OPC UA — Testing Access rights & permissions
UaExpert

[l Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject - ] X

Q& B RO

B X| DataAccessView  Server Diagnostics View © |attributes 8 x
i s
v g Project Current Server: |DNA-OPCUA-Server 2401 ©
3 Servers Attribute
2, DNA-OPCUA-Server Endpoints  Server Information  Session Diagnostics  Subscription Diagnostics © Nodeld
v [ Documents SessionTimeoutCount 14 o Namespacelndex 1
[ Date Access View SessionAbortCount 0 \dentifierType  String
O DevicesView PublishinglntervalCount 0 Identifier DNA
3 Server Diagnostics View CurrentSubscriptionCount 2 NodeClass Object
CumulatedSubscriptionCount 2 BrowseName 1,"DNA"
SecurityRejectedRequestsCount 0 DisplayName " "DNA" . .
—— ole permissions
EventNotifier None
a WriteMask 0
Parameter Valoe UserWiiteMask 0
e Soee10-04T0 v RolePermissions  RolePermissionType Arrayl6]
Shatiel v [0l RolePermissionType
;‘;Z‘"m’"e ;‘l’fnzn:’? 04T > Roleld i=15644 [WellknownRole_Anonymous]
v Buildinfo o issions  Browse, issions, Read
v ’ : vl RolePermissionType
ProductUri SZ:QPCUA Server > Roleld i=15656 [WellKnownRole_AuthenticatedUser]
§ issions  Browse, issions, Read, ReadHistory
Address Space 8 x ProductName ;‘;:;WCUA Server vl RolePermissionType
2 Notighight = f e 6043 > Roldd  i=15660 [WellKnownRole Operator] _
© Root BuildDate 2022-09-05T06:00:00.000Z O ::::F”s:missionType Rend, Write ReadHistory
v ) Objects
“)i' DJ; econds Tt dons % thine planned > Roleld i=15716 [WellknownRole_ConfigureAdmin]
B A othing planne issions  Browse, issi iteAttribute, WriteRole
vid N a v @ RolePermissionType
é“‘:wm > Roleld i=15704 [WellKnownRole_SecurityAdmin]
> Parameter Value i Browse, issi i WriteRole
> E License status RedundancySupport  None v sl RolePermissionType
> & Server CurrentServerld > Roleld i=15692 [WellknownRole_Supervisor] . .
& sevacammns , S— s e g wasi——— () S€F ROlE permissions
> 2 Types ServerUriArray[0] v UserRolePermissions RolePermissionType Array[1]
75 Views v e
Tver Capabll e > Roleld i=15644 [WellKnownRole_Anonymous]
Parameter Value missions  Browse, Read
© SeverproficAmayis] AccessRestrictions  None
10} http://opcfoundation.org/UA-Profile/Server/Standard - -
1 http://opcfoundation.org/UA-Profile/Server/DataAccess
(21 http://opcfoundation.org/UA-Profile/Server/Events References 8 x
i3 http://opcfoundation.org/UA-Profile/ Client/HistoricalAccess & [ D@ fowad ~ )
“ htpi// /UA-Profile/ Reference Target DisplayName
151 hitpi// /UA-Profile/Server/ | largetDisplay
161 http://opcfoundation.org/UA-Profile/Transport/uatcp-uasc-uabin... HasTypeDefiniti... FolderType
] http://opcfoundation.org/UA-Profile/Server/FileAccess v Organizes DPO1
Log & x
8B
Timestamp Source Server Message
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OPC UA — Read-only variable: EURange
UaExpert

The OPC Unifie ure Client - NewProject’ - o X
File erver Settings  Help
Z P =0 X 2B K
. A Y-
Project & X DataAccessView  Server Diagnostics View © attibutes 8 x
P
v B project Current Server: |DNA-OPCUA-Server ololb ©
v B Servers Attribute A
.n ? DNA-OPCUA-Server Endpoints  Server Information  Session Diagnostics  Subscription Diagnostics v Nodeld _TEST-AM-av-EURange
ocuments SessionTimeoutCount 14 ~ Namespacelndex 1
Data Access View SessionAbortCount o IdentifierType String
B DevicesView PublishinglntervalCount 0 Identifier TEST-AM-av-EURange
[3 Server Diagnostics View CurrentSubscriptionCount 2 NodeClass Variable
CumulatedSubscriptionCount 2 BrowseName 0, "EURange"
SecurityRejectedRequestsCount 0 DisplayName ", "EURange"
j unt ) Description =
_—
SSveiStas - SourceTimestamp  04/10/2022 104357
Parameter Value :nur:?wcosa(nnds 34 .
StertTime 2022-10-04T07:43:55,619Z P /10/2022 1431
CurrentTime 2022-10-04TI1:31:40.4857 oot T
State Running
v Value Range
~ Buildinfo T d
ProductUri DNA-OPCUA-Server
High 0

ManufacturerName Valmet Automation

— x| el Access rights: CurrentRead

SoftwareVersion  2.79.0

<

5 | No Highight - Relesse 6043 :::ntlllerType ;l;n[‘;nc ]
v & TEST-AM ~ BuildDate 2022-09-05T0:00:00.000Z vglue;::k'a — (S(:I';:E
v @ TEST-AM/av SecondsTilshutdown 0
@ Definition Nothing planned ArrayDimensions UInt32 Arrayl-1]
9 AccessLevel CurrentRead
@ EURange
@ EngineeringUnits a UserAccessLevel CurrentRead
gineering|
@ Accesslevelbx CurrentRead
> @av Parameter Value MinimumSamplingInterval 0
RedundancySupport  None Historizing false
= CurrentServerld WriteMask 0
> @ fmask y Unexpected ExtensionObject encoding 0 UserWriteMask 0
> @h ServerUriAray[0] v l6]
> @ ha v [ RolePermissionType
> @ hamask a > Roleld i=15644 [WellKnownRole Anonymous]
> : :a::\ Parameter Value . Permissions gulw:’sg RndnoTleperm ons, Read
> at v olePermissionType
> @hh v S‘"’[;']P"’ﬁ'e“"”[g] candard > Roleld i=15656 [WellKnownRole AuthenticatedUser] v
> @ hha 1 < >
> @ hhtd 2 i References 5 x
> 9 hd i3] ile/Cli i G & @ Fovad ~| ©
> @ hyst “
sal P Reference Target DisplayNeme
@ 8l " p pertyTyp:
> @ lamask 7 i il v
> @ lam
v
Log & x
R =)
Timestamp Source Server Message A
04/10/202214.31.07 Reterence Plugin UNA-OPCUA-Server Browse succeeded.
04/10/2022 1431.32 Reference Plugin DNA-OPCUA-Server Browse succeeded.
04/10/2022 143132 Attribute Plugin DNA-OPCUA-Server Read attributes of node 'NS1String|TEST-AM-av-EURange succeeded [ret = Good]. v
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OPC UA — Anonymous: read-only

UaExpert

Permissions:
Browse,
ReadRolePermissions,

ermissions — no history read!

Bl unif OPC Unified Ar - u} X
De ¢=0 X% D
roject & X| DataAccessView  Server Diagnostics View © attributes & x
v (3 Project # Server Node Id Display Name Value Datatype  jource Timestamy 47« [ @ ()
v O sewers 1 DNA-OPCUA-S.. NS1[StringlTEST... av 1 Float 04/10/2022 144...| [ ptribute
2, DNA-OPCUA-Server
v [3 Documents ¥ Noded
y Namespacelndex 1
B3 Data Access View IdentifierType String
B Devices View Identifier TEST-AM/av
[ server Diagnostics View NodeClass Variable
BrowseName 0,"av"
DisplayName ", et
Description B0
v Value
SourceTimestamp  04/10/2022 14.43.17
SourcePicoseconds 0
ServerTimestamp  04/10/2022 14.45.55
ServerPicoseconds 0
StatusCode Good (0x00000000)
Value
v DataType Float
Namespacelndex 0
IdentifierType Numeric
Address Space 8 x Identifier 10[Float]
3 No Highlight - ValueRank -1 (Scalar)
v & TESTAM . ArrayDimensions UInt32 Array(-1]
¥ @ TESTAMaY Accesslevel CurrentRead, CurrentWiite, HistoryRead
o Definition UserAccessLevel CurrentRead
@ EURange Accesslevelix CurrentRead, CurrentWiite, HistoryRead
ok nit imumSamplinglnterval 0
ngineeringUnits
> @ adu Historizing true
O WriteMask 0
UserWriteMask [)
> @t > Arrayl6]
> @ fmask & Arrayl1]
> @h v [0 RolePermissionType
> @ ha > Roleld i=15644 [WellnownRole_Anonymous]
> @ hamask Permissions Browse, ReadRolePermissions, Read
> @ ham AccessRestrictions None
> @ hatd
> @ hh
> hha < >
> @ hhtd References 8 x
> @ hd o -
> hyst | i @ Foward ©
@l Reference Trget DispleyName
San HasTypeDefiniti.. BaseDataVariableType
> @ lamask HasHistoricalC... HA Configuration
> @ lam olle >
-9 8 x
8B
Timestamp Server Message ~
U4/10/2022 14.45.55 Reterence Plugin DNA-OPCUA-Server Browse succeeded.
04/10/2022 14.45.55 Attribute Plugin DNA-OPCUA-Server Read attributes of node 'NS1|String|TEST-AM/av’ succeeded [ret = Good.
04/10/2022 14.45.55 Reference Plugin DNA-OPCUA-Server Browse succeeded. v
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OPC UA — Authenticated user: read-only permissions

UaExpert

New?

XSS B RO

B X DataAccessView  Server Diagnostics View © Atirbutes 8 x
v 3 Project # Server Node Id Display Name Value Datatype  source Timestamy 47« & @ ()
v [ sewvers 1 DNA-OPCUAS.. NSIIString|TEST... av 0 Float 04/10/2022 7.43...| [ Attribute
2 DNA-OPCUA-Server v Nodeld
v B Documents Namespacelndex
Data Access View dentifierType
0 Devices View Identifier
[3 Server Diagnostics View NodeClass
BrowseName
DisplayName
Description
UncertaininitialValue 2
v DataType Float H H .
Nomepscenses 0 ermissions:.
IdentifierType Numeric
Address Space 8 x Identifier 10 [Float]
£ [No Highight - ValueRank -1 (Scalar) B rOW Se
v & TESTAM N :nayDiLmev:smns gln!!Z :\erazl-él e HisonRend y
C @ TESTAMaY ccesslevel urrentRead, CurrentWrie, HistoryRea
© Definition UserAccessLevel CurrentRead, HistoryRead H H
s I CurrentRead, CurrentWrite, HistoryRead
@ EURange .
3 MinimumSamplinginterval 0 ’
@ EngineeringUnits
> @ adu Historizing true
= WriteMask 0
v UserWriteMask ) e a
> af > i i Arrayl6] 3
> Q) fmask v Arrayl1] .
> 9h v [0 RolePermissionType
> @ ha > Roleld i=15656 [WellknownRole_AuthenticatedUser] ea IS O ry
> @ hamask Permissions Browse, ReadRolePermissions, Read, ReadHistory
> @ ham AccessRestrictions None
> @ hatd
> @ hh
> @ hha <
> @ hhtd References 8 x
> @ hd 5
o Forward ~
S @ hyst arAL ©
s @ Reference Target DisplayName
> @b HasTypeDefiniti.. BaseDataVariableType
S @ ramask HasHistoricalC... HA Configuration
> @ lam oll< >
o9 8 x
8B
Timestamp Source Server Message 2
U4/10/2022 14.39.20 DA Plugin UNA-OPCUA-Server Item -AM/av]: ), Queuedize=1, DiscardUldest=1, ChientHandle=1
04/10/2022 14.39.20 DA Plugin DNA-OPCUA-Server CreateMonitoreditems succeeded [ret = Good]
04/10/2022 14.39.20 DA Plugin DNA-OPCUA-Server Item INS1IStrinal TEST-AM/av] succeeded : RevisedO =1 Iret = Good] v
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OPC UA - Operator: Wr
UaExp

‘ Bl unified Automatiol

JaExpert

DWBB@V*V r'xwé‘, ¢

ite p

ermission to modify values

IProject B X DataAccessView  Server Diagnostics View © attributes & x
v [3 Project # Server Node Id Display Name Value Datatype  source Timestamg 47 o [ o
v [ Servers 1 DNA-OPCUA-S.. NSIString|TEST... av 1 Float 04/10/2022 144... [ ptribute Value ~
2 DNA-OPCUA-Server
© B Documents IdentifierType String
) Identifier TEST-AM/av
B Data Access View NodeClass Variable
3 Devices View BrowseName 0,"av"
3 Server Diagnostics View DisplayName gyt
Description
v
UncertainlnitialValue 2
alue
v DataType Float
Namespacelndex 0
IdentifierType Numeric P 1 1 .
enter 10 Fios] ermissions.
ValueRank -1 (Scalar)
|Address Space & x ArrayDimensions Uint32 Array(-1]
o pogan . ko Gt ) Browse
& TESTAM ~ UserAccessLevel CurrentRead, CurrentWrite, HistoryRead I
v @ TESTAM/av AccessLevelEx CurrentRead, CurrentWrite, HistoryRead . .
ReadRolePermissions
@ EURange Historizing true )
g
@ EngineeringUnits WriteMask 0
UserWriteMask [}
> @ adu e o
> Type Arrayl6] Re a d
> @ av vu issi Arayl2] ’
=3 v [0 RolePermissionType .
> @ fmask > Roleld i=15656 [WellKnownRole_AuthenticatedUser] erte
> @h Permissions Browse, ReadRolePermissions, Read, ReadHistory )
> @ ha v RolePermissionType .
> @ hamask > Roleld i=15680 [WellKnownRole_Operator] R e ad H i Sto r
> @ ham Permissions Browse, issions, Read, Write, istory y
> @ hatd AccessRestrictions None
> @ hh v
> @ hha S
> @ hhtd References & x
> @ htd PN =
> @ hyst | | g @ Forward )
s @ Reference Target DisplayName
> @ HasTypeDefiniti... BaseDataVariableType
S @ lamask HasHistoricalC... HA Configuration
> @ lam olle 5
lLog 8 x
8B
Timestamp Source Server Message A
U4/10/2022 144251 Attribute Plugin UNA-OPCUA-Server Read attributes ot node ‘N51|String| IES I-AM/av’ succeeded [ret = Good).
04/10/2022 14.42.51 Reference Plugin DNA-OPCUA-Server Browse succeeded.
04/10/2022 144317 DA Plugin DNA-OPCUA-Server Write to node ‘NS1IStrinalTEST-AM/av' succeeded [ret = Good] v
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OPC UA — Administrator: All permissions also to call methods
UaExpert

Bl Unified Automation U

e OPC Unified A

DPPBE +=° X428 B0

Project B X DataAccessView  Server Diagnostics View © Attributes & X
v [ Project z Node Id Display Name Value Datatype | 2 | @ [+)
va é;rvers 1 . NS1IString|TEST... av 1 Float Attribute Value
Dl v Nodeld ns=1;5=VALMET-OPCUA-Server-Reload
v 3 Documents N
, amespacelndex 1
3 Data Access View IdentifierType  String
3 Devices View Identifier VALMET-OPCUA-Server-Reload
[ Server Disgnostics View NodeClass Method
BrowseName 1, "Reload"
DisplayName *, "Reload"
Description >
Executable true
Userbxecutable  true
‘WriteMask
UserWriteMask O
' RolePermissi
o B Edit Value X
> Roleld i Name Value I . .
Permissions f ,, RolePermissionType Arrayl1] Write. .
v UserRolePermissions L
s v ol RolePermissionType .
= o Y et ! v Roleld Nodeld / . )
= Namespacelndex 0
> - rowse, ReadRolePermissions, Rea
> @ time ~ o Numeric 15716 I ) )
> & TABLETESTA2_CHA333 dentifier v Permissions PermissionType ] .
- Permissions iite,
> & TABLETESTA2_CHAT T Browse true erte
> & TEST-AM e ReadRolePermissions  true ]
> @ TESTANA WriteAttribute true
s @ TESTEIN WriteRolePermissions true H
@ e e e eadHistory
> @ TESTBINEV Feod frue
> @ TESTBINEV e true
> & sn ReadHistory true a
> & i InsertHistory true [l
icense status ModifyHistory true
> & Server DeleteHistory true
v & ServerCommands ReceiveEvents true -
> & AddDnaPort N call o
> - DelDnaPort P AddReference true 5
> & DisableHistorian e =
> % EnableHistorian References DeleteNode true 8 x
> @ ExecuteAnalytics | & @ Forward b AddNode true [+)
> @ InstallHistorian | -
Reference Torget
> % loTopologyView .
> % ProcessView Pt ‘(;‘P“‘A'
> @ Reload asProperty utputd .
S Wlginn e . nly admin can browse ServerCommands
Log 8 x
8D
Timestamp Source Server Message a
04/10720221441.21 AddressSpaceModel DNA-OPCUA-Server Browse on node 'ns=1;5=VALME |-OPCUA-Server’ succeeded.
04/10/2022 144730 Attribute Plugin DNA-OPCUA-Server Read attributes of node 'NS1|String|VALMET-OPCUA-Server-Reload su — P
04/10/2022 144730 Reference Plugin DNA-OPCUA-Server Browse succeeded. v
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SUMMARY — OPC UA contains a lot of features that are not yet used

* Access rights and permissions are not yet widely supported
* This leads to applications with protocol only security
* Future will need more dynamic & variable specific permissions

* Example cases:
— Hide folder and variables under it (business case sensitive production data)
— Special methods for server administration (only for ConfigureAdmin role)
— Multiple device vendors, allow access/visibility to devices based on different roles

* New Business Finland project (KONE, Valmet & Wartsila):
Cybersecurity Assurance for IEC62443 Based Environments CTAC

— Target to build audit & reporting tool for security settings, access rights and permissions for OPC UA environments
Coordinator: petri.jurmu@vtt.fi
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