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OPC UA Use Cases

« OPC UA Client/Server (C/S)

— Process Monitoring
— Production Control (SCADA)

— Production Orchestration
(MES)

« OPCUA PubSub UDP
— Field Level
» OPC UA Field Exchange (FX)

« OPC UA PubSub MQTT

— Cloud Connectivity
» Information Level “Infobus”
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OPC Unified Architecture (UA)

* OPC is de facto communication protocol in industrial systems since 1995 (OPC Classic)

* Originally: OLE for Process Control — OPC

e Microsoft DCOM based

» Separate protocols
» Data Access (DA)
* Alarms & Events (AE)
* Historical Data Access (HDA)

« OPC UA since 2009
» Unified Architecture: DA, AC, HA, etc.
* Platform independent
* Built-in security
* Information modeling
* OPC = Open Platform Communications

e PubSub since 2018
* |EC 62541
» Enables Secure Industrial Internet!

» Smart Manufacturing
» Smart Cities
> Etc.
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Vendor Specific Extensions

Specifications of Information Models of
other Organisations

o [ T [

OPC UA Base Service

£

Transport OPC UA Data Model
UA TCP/HTTPS/WebSockets Modeling Rules
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Security Concept (Client/Server)

Client platform Server platform

' ' Authorization and
User =4 User security token®= access control

Security Client application Server application m—————— Senver

objects

App ' Authentication of '

OPC-UA Comms " OPC-UA Comms

Securit
y client, server, messages

T rt Signing and Encryption
;:';i‘::y Platform Comms .u. Platform Comms

« Optional Message Signing and Encryption (AES-128/256)

» Applications authenticated with Application Instance Certificates (X.509)
* Users authenticated with user name / password or certificates

» Authorization on application level
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Information Modeling

* Enable exchange of
semantic information

— Standard models
* Devices
* Machinery
* PLCopen
» PackML
* Robots
* ISA95

* +over 40
industry specific
models published

— Custom models
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= Pipe1002
FT1002

UA modeling of a boiler as an example

Dataltem
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OPC Foundation

 Vision Organizational Overview

» Secure & reliable Membership: 891 (Status: Sept 20th, 2022)

* Vendor, platform, and domain agnostic
* interoperability from sensor to enterprise and beyond

* Global Profile
* Non-profit organization (founded 1995)
 Companies from Automation & IT
* Internationally recognized: OPC UA is I[EC62541

* Deliverables
» Specifications: openly available
Github  100ls and code examples: open source for faster,

easier adoption (AnsiC/C++, C# .NET Standard, Java) Board of Directors (elected for 2022/2023)
- Certification: OPC Labs open to everyone Microsoft Honeywell  Rockwell
* Marketing: Evangelize solution in various markets SAP Yokogawa Schneider
Siemens Mitsubishi ABB
» Ecosystem with toolkits and education Beckhoff Ascolab VDMA

 Modern IPR policy
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Collaboration

 Wide collaboration with other standard bodies
* Reuse existing information models (in various formats)
« OPC UA defines a common modeling language

— Generic platform for communicating all kinds of information models over a standard
and secure interface
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OPC UA Field Exchange (UAFX)

Industrial
Interoperability:
From Sensor
into Cloud

2]

Cloud

Specification Version 1 (

focus o

T
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Satellit 2

Initiative for Field
Level Communications

Specification Version 2 (extensions for C2D and D2D)

0 IT/OT Communication

e Cloud Integration

@ Secure Remote Access

o Local OT Communication

e Controller to Controller

e Controller to Field Device

0 Wireless Integration (5G)

Q Future Ready
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OPC UA for Cloud Initiative

Repository for OPC UA

_ Supplier
Cloud e Satallte % based information models (IMs)
* CLOUD FEDERATION ( ) N — Upload, store, search,

Cloud 2 (( )) S

o Cloud ° E)Ioud Library

Cloud Library
download IMs

ERP
MES
SCADA

S
§ e Cloud Federation

= — Standardized communication
:’ — Cloud to Cloud
'o_loa
.))) Pump (((.
00 —_
Oil Refinery o e Asset / Edge / Cloud
F] —  Standardized communication
Press m Mobile Robot —  Field to Cloud
— Cloud to Field

0 Education, llOT Starter Kit
— Success stories
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Simulation & Test Tools

00 {1 Prosys OPC UA Browser

New Connection X I +
Disconnected v
Quick Links:

SimulationServer@jaro-mac
urnjaro-mac.local:OPCUA:SimulationServer

»

https://prosysopc.com/

{1 Prosys OPC UA Simulation Server

O P ( : U A opc.tep://jaro-mac.local:53530/0PCUA/SimulationServer X
SimulationServer *
urn:UADEMO:OPCUA:SimulationServer
ro ws e r opc.tep://uademo.prosysopc.com:53530/0PCUA/SimulationServer X
PROSYS &)
\Ew PubSub-UDP@224.0.5.1 e
opc.udp://224.0.5.1:4840/100
X
¥ Connecting to a Server
1. Type the server address to the address bar at the top of the window PubSub-MQTT@localhost w
or choose one of the addresses in Quick Links on the right. maqtt//localhost:1883/# =
2. Press -» to connect to the server.
3. Select Security Mode and Policy. Reverse Connection %
4. Login with your user credentials or anonymously. € invtopc.tep://jaro-mac.local:61610
X
» Subscribing to an MQTT broker (PubSub)
» Subscribing to an OPC UA UDP address (PubSub)
Refresh

Support: uabrowser-support@prosysopc.com Show More

NEW: PubSub 9/2022
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Statusl Objects  Types Namespaces Address Space Endpoints Certificates Users Sessions @ Connection Log Req/Res Log PubSub

Server Status:

OPC UA
Simulation Server

Running

[ PubSub Status:

Running ]

Connection Address (UATCP):  opc.tcp://jaro-mac.local:53530/0PCUA/SimulationServer [
Connection Address (UA HTTPS): No endpoint configured for HTTPS protocol.

PubSub Connection Address: opc.udp://224.0.5.1:4840 [

Current Server Time:
Server Starting Time:

Edition:

2022-10-18 18:13:27+0300
2022-10-06 12:47:12+0300

Free
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Prosys OPC Blog

) Blog - Prosys OPC X +

2
b2

C @ prosysopc.com/blog/#Guides

Guides

(. Connecting OPC UA Simulation Server and OPC UA Browser to an OPC UA )
PubSub Network (20.10.2022)

* SimServer How To #2: Replicate any OPC UA Server with a Simulation Server
(12.07.2022)

\_* SimServer How To #1: Build and simulate OPC UA Data Models (22.03.2022)
¢ Introduction to OPC UA Online Course - Instructions (20.01.2021)

» Transferring data from field devices through Prosys OPC UA Historian to the
cloud using AWS loT Greengrass and SiteWise (16.03.2020)

» Getting Started with OPC UA (Videos) (12.10.2018)

» Developing OPC UA applications in Android Studio (27.07.2017)
» Configuring Prosys OPC UA Modbus Server (04.05.2016) Demo
e OPC UA & Wireshark (11.09.2012)

@) Blog - Prosys OPC X +

[
X

C @ prosysopc.com/blog/#Demo

OPC UA PubSub to Cloud via MQTT at SPS 2022 (02.11.2022)

Connecting OPC UA Publisher to Azure loT Central with MQTT (20.07.2022)

OPC UA PubSub to Cloud via MQTT Demo at Hannover Messe 2022 (23.05.2022)
Connecting OPC UA Publisher to Amazon AWS loT with MQTT (26.11.2021)
Connecting OPC UA Publisher to Azure with MQTT (14.07.2021)
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OPC UA Videos & Podcasts

S SUOMEN AUTOMAATIOSEURA RY

FINNISH SOCIETY OF AUTOMATION

https://www.youtube.com/channel/UCzkP4miVM9-vmDotXb71fxQ/videos

OPC Day Finland 2015->

FOUNDATION

https://www.youtube.com/user/TheOPCFoundation

4
4
4
4

»

»

OPC UA Technical Introduction, Uwe Steinkrauss
OPC UA Security, Darek Kominek

All About Certification, Alexander Allmendinger
Getting Started with OPC UA, Jouni Aro

» Part 1: End User Products
» Part 2: Developer Kits

Azure Industrial loT — Overview, Erich Barnstedt

Plus more about Companion Specifications, etc.

https://opcfoundation.org/resources/podcast/
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PROGRAMME
9:00 11:10
Opening OPC UA Machinery Information Model
Jouni Aro, Finnish Society of Automation Heiko Herden, VDMA
9:10 11:30
Keynote: Latest News about OPC UA Lunch Break, Meet the Sponsors
Stefan Hoppe, OPC Foundation
12:30
9:35 Open Industry 4.0

OPC UA Field Level Communication (FLC) and OPC UA Field Exchange (FX)  Ricardo Dunkel, Open Industry 4.0 Alliance
Peter Lutz, OPC Foundation

12:50
10:00 Open Industry 4.0 Open Edge Computing
Break, Meet the Sponsors Konrad Heidrich, Hilscher
10:30 13:10
OPC UA Cloud - empowering central data modeling OPC UA Security Management and FX Configuration
Bo Biene, Inray Matthias Damm, Unified Automation
10:50 13:30
Latest News on OPC UA PubSub and Security Configuration Break, Meet the Sponsors & SUOMEN AUTOMAATIOSEURA RY
Matthias Damm, Unified Automation \GF FINNISH SOCIETY OF AUTOMATION
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14:00 15:30
OPC UA & Measurement Technology OPC UA as Large Scale Aggregation Server
Aapo Vuoristo, Beckhoff Mika Karaila, Valmet
14:20 15:50
OPC UA PubSub - Hands-on Demonstration Solving energy crisis: OPC UA and UPM Energy Beyond Spot Service
Jouni Aro, Prosys OPC Veli-Pekka Salo, Wapice & Jukka-Pekka Hakli, UPM
14:40 16:10
Large Scale Production Data Delivery to Cloud with OPC UA PubSub  Digital Transformation: Accelerating Time to Value and Unlocking Double
Jan Borch, Amazon Web Services Digit KPI Improvements at Scale
15-00 Thorsten Weiler, Inray
Break, Meet the Sponsors 16:30
15:30 OPC UA for Creating Next Generation Cloud Edge and Cloud Data Solutions
' _ Jukka Pirinen & Janne Laukkanen, Brightly Works
OPC UA as Large Scale Aggregation Server
Mika Karaila, Valmet 16:50
15:50 Final Q&A
Solving energy crisis: OPC UA and UPM Energy Beyond Spot Service 17-1
&, SUOMEN AUTOMAATIOSEURA RY

Veli-Pekka Salo, Wapice & Jukka-Pekka Hakli, UPM End of the day v 1 P e St PR LORAA )



OPC Day International 2022

Day 1: Keynotes: Energy transformation Day 3: Information model updates Day b: Best practice
Day 2: Technical Update Day 4: Success Stories

Agenda: https://opcfoundation.org/opcday

e Per day:
OPC DAY ‘ S ] - 2h presentations

INTERNATIONAL

- 1h Q&A

- 2 times per day
to cover different time zones

Over 1900 registrations in total

TECHNOLOGY BUSIN SS APPLICATION ECO- SYS'I}EM Recordings and Slides
SOLUTIONS BENEFITS REP@RTS ADAPTION _vailable public
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@ Blog - Prosys OPC X +

C'| @& prosysopc.com/blog/#0PC%20Day Q M %

OPC Day

e OPC Day International 2022 - All Presentations (18.05.2022)

e OPC UA Enabling Plug & Produce - Report from OPC Day Finland 2019
(11.02.2020)

e OPC UA Getting Real and Real-time - Report from OPC Day Finland 2018
(17.12.2018)

e OPC UA is Enabling Smart Manufacturing - Report from OPC Day Finland 2017
(25.10.2017)

e OPC Day Europe 2017 - OPC UA is the Industry 4.0 Communication (14.06.2017)
e OPC Day Finland 2016 - Presentations Online (09.12.2016)

e OPC Day Europe 2016 - Industry 4.0 is committed to OPC UA (29.08.2016)

e OPC Day Finland 2015 - Watch the Presentations Online (23.11.2015)

e OPC Day Europe 2015 - OPC UA goes to the cloud, open source and towards
real-time! (27.05.2015)

e OPC and MES Day Finland 2014: Industrial Internet and Industry 4.0 (10.10.2014)
e OPC and MES Day Finland 2013 (22.10.2013)

e OPC Day Italy 2013 (04.10.2013)

e OPC Day Europe 2013 (20.05.2013)

e OPC and MES Day & OPC UA Workshop 2012 (15.10.2012)

PROSYS 2N OPC
e OPC Day Europe 2012 (29.05.2012) -
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Chief Technology Officer
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