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Reflecting OT protection concepts
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• We support organizations across infrastructure sectors to create 
the change in their OT security that really matters to them.

• From the C-suite to the Engineers, we partner with our clients 
to transform their OT environment into a secure environment by building 
enduring OT security capabilities.

• With exceptional people we combine OT security expertise and local 
industry insights to help you implement your OT security ambition into 
reality.

Knowledge that matters

https://www.mckinsey.com/about-us/overview/change-that-matters
https://www.mckinsey.com/business-functions/transformation/how-we-help-clients
https://www.mckinsey.com/business-functions/mckinsey-accelerate/how-we-help-clients
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Cyber Security 
IT and OT 
strategies

We resolve specific OT challenges for our international clients

Our services Characteristics
• Deriving necessary cyber security blueprint from business needs
• Formulating cyber security roadmaps and programs
• Providing financial cyber security investment planning

Maturity 
assessment IT 
and OT

• Assessment of cyber security maturity score and resilience against attacks in both, IT and 
OT

OT Cyber 
Security 
technology 
evaluation 

• Scouting for new technologies and cyber security methodologies
• Formulation of RFP specifications
• Leading entire RFP processes
• Preparing OT security proof-of-concepts with selected technologies and vendors

Red Team and 
security 
assessments

• Conducting complex penetration tests, assessing cyber security weaknesses and Incident 
Response capabilities

• Verifying robustness of VPN access to corporate resources and home-office configurations

Cyber 
Resilience 

• Establishing OT incident response plan and runbooks
• Emergency cyber response organization
• Linking to cyber contingency and recovery plans (BCM)
• Cyber crisis exercise (C-Level, operational Level)

OT Security
Blueprint

• Establishing specific OT security blueprints as the core element in plant protection
• Deriving OT security roadmap and preparing an investment plan anticipating CAPEX/OPEX
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OT Security 
Projects

• Leading complex OT security projects from the concept to operations
• Taking over delivery responsibility for large OT security initiatives7



1. Why shall we protect OT?
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Colonial pipelines      
(according to CISA) Triton 2017 Manufacturing sites

shut down 2020
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Three ways Ransomware could shut down a 
pipeline – Does this bother the Board?

LEAKING CREDENTIALS 
AND PANIC MOVES

• Even without evidence that 
the attack has migrated into 
operations, an organization 
might shut everything down 
in an abundance of caution

TARGETING PHYSICAL 
OPERATIONS

• Attackers deliberately push 
the Remote Access Trojan
into OT networks

SHUT DOWN CRITICAL
IT SYSTEMS IN OT

• In hindsight, these IT 
systems should probably 
have been protected as part 
of the OT network, not left 
on the Internet-exposed IT 
network

1 2 3
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Not every OT 
Cyber Security 

event originates 
directly from a 

malicious 
attacker
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Besides targeted OT attacks, operational issues could as well lead to an 
increased cyber security exposure

Raising internal and external issues in OT

Human Machine Interface (HMI) devices were infected 
with malware such as e.g. WannaCry 

Vulnerable industrial control devices exposed to the 
internet

Third-party devices opened reserve tunnels, breaching 
network segmentation

Employee downloaded manufacturing plans data to 
their laptop

Connection of personal employee devices to the 
manufacturing network.

• Experience show a ratio of 1/3 internal malicious Cyber Security events vs. 2/3 internal misconfiguration based 
security issues

• Malicious activities are typically triggered by disgruntled employees, while misconfigurations have their origins 
in not following strict security rules and policies



2. How to protect OT?
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• Clear segmentation of IT from OT 
(maybe “Airgap”)

• Network segmentation inside OT

• Firewalls between IT and OT

• Basic anti-malware systems 
on endpoints installed

• OT concept crafted

• DMZ between IT & OT in place

• Asset inventory established

• OT Monitoring and OT 
vulnerability assessment 
implemented

• HMI, engineering workstations 
and SCADA protected 

• Incident Response 
established and 
tested

• Purdue Model fully implemented
• Between each Purdue level firewalls or similar 

technology installed, incl. PAM/IAM
• OT Monitoring and Vulnerability Management 

connected to a SOC
• Specialised threat intelligence established

• Data diodes concept 
implemented

• Supplier access 
managed

The OT maturity model helps to get transparency on the state of security

Security 
hardening 
Window I

Security 
hardening 
Window II

Security 
hardening 
Window III

Maturity I
Elementary OT protection

Maturity II
Incident protection, prevention and 

response assured

Maturity III
Business continuity assured

First Red-Team exercise 
conducted

Second Red-Team 
exercise conducted

MSFPartners
OT Maturity 
levels
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The Purdue Model prevents engineers from circumventing levels and 
zones and know your asset inventory

Legend: Local Field BUs/hard wired Vendor-specific BUs Ethernet TCP/IP SIS Status Only

Enterprise zone
Level 4

Domain controller Web servers Business servers Enterprise desktop

Control Center 
LAN DMZ

AV/WSUS/
patch server

A

Historian Remote access/
jump server

DMZ

HMI
Production/application 

server
Database 

server

Control Center/
processing LAN
Level 3

A
I/O

server Historian Domain controller
Engineering 
workstation

Cell/area zone

Local HMI
Local HMI LAN
Level 2

SCADA, DCS or 
hybrid system #1

Remote SCADA, DCS or 
hybrid system #2

Local HMI

Controller LAN
Level 1 Field 

controllers
Field 

controllers

Field I/O Devices
Instrument BUs
level 0

Process

Field
devices Sensors

SIS

Field
devices Sensors

Process

Field
devices Sensors

SIS

Field
devices Sensors

Internet DMZ
Level 5

Web servers Email servers

@

SIEM

VPN
SOC

Modem

Hint
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Don’t believe paper! 
Run POCs

OT Monitoring applications look all alike, but…realities are different

Important
• Identify the real experts –

Some players position 
themselves as capable to 
monitor IT and OT 
seamlessly

• Identify the experience 
of an organisation with 
critical infrastructure 
projects

• Verify quality and 
experience of their OT
experts

How you might perceive the market at the beginning

Hint
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In order to get away from marketing we invite vendors to a POC

• Install between 3-4 parallel vendor products in 
selected and diverse plant areas

Simultaneously executed POC activities

• Write and share a vendor POC handbook 

Specifie POC 1

2

3

• Thoroughly discuss with each vendor 
effectiveness of his product in your environment

• Give particular emphasis on the details of the 
devices (PLC) detected

Debriefed POC in team 

• We recommend to test an OT monitoring application BEFORE the RFP in the real life environment
• Observe how long the test preparation went and especially the ease of installation in YOUR own 

environment

!
Hint
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FW

Attacker

SCADA Servers

WAN

PLCPLC

Attacker

PLC

Attacker

FW

Sensor

STOP
SECURITY
CHECK

Sensor

Control Center
(SCADA)

PLC

Sensor

STOP
SECURITY
CHECK

PLCPLC

TurbineTurbine

STOP
SECURITY
CHECK

Cascades

PLC

Attacker

…
PLC

IEC-104

Gateway

Plant 2Plant 1
FW FWFW

STOP
SECURITY
CHECK

Sensor

STOP
SECURITY
CHECK

STOP
SECURITY
CHECK

STOP
SECURITY
CHECK

Consciously: Decide to cover all of the infrastructure BUT in 
a phased approach starting with crown jewels first

Master Sensor & 
Management Console 
(Active Mode)

Electric 
switching

Plant
3B

Plant 3A

Don’t go for the “Emmental model” – Strive for full protection

Security
Operations

Center

Incident 
Response

SIEM



After the POC write a RFP integrating your Engineer’s vision – The RFP 
document can be written in 3 weeks
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Important
• Engineers in the OT 

departments should be 
integrated from the very 
beginning – no ivory tower 
exercises!

• Establish an OT workgroup 
which drives the entire 
process inclusively the 
RFP

• Don‘t forget to integrate 
future scenarios such as:
• Integration into 

SIEM/SOC
• Including endpoint 

detection & response for 
engineering workstations

!
Hint



3. One last thought on protecting OT 
– Are there Quick-Wins?
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The physics of unidirectional gateways allows to transmit and to receive 
flows only in one direction using the optical nature of light

Light can only flow in 
one direction

External
infrastructure
(IT)

• No access to OT 
infra-structure by 
external actor

• Access to less 
critical IT infra-
structure maybe 
authorized

OT 
infrastructure RX

OT IT

Unidirectional gateways are useful technique to ensure safe encapsulation in OT

Unidirectional gateway fundamental idea Hint
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Key take-away:
1. Industrial infrastructure must be protected
2. Involve your plant engineers
3. Build your OT security blueprint
4. Stepwise refine and focus on quick-wins
5. Start building your asset inventory and monitor OT

Franco.monti@msfpartners.com DO YOU HAVE QUESTIONS? 
1


