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CYBER SECURITY LEADERSHIP AND MANAGEMENT

* Comprehensive and reliable Cyber security awareness

* Adequate capacity for Cyber risk assessment and
management

* Agile Cyber preparedness and continuity plan

* Well-trained Cyber crisis management competence
* Superiority Cyber competence at the human sector
* Superiority Cyber technologies — smart choices

* Adequate Cyber budget

* Agile and Comprehensive Cyber culture

CYBERWATCH FINLAND




vy,
SR

ELEMENTS OF CYBER SITUATIONAL AWARENESS
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Cyber Risk

management
tools
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National
Cyber Security
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Managing the
Cyber crisis
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1. Prevention
2. Managing the crisis
3. Recovery




CYBER FACT

Cybercrime is projected to cause a
total of $ 6 trillion in damage globally TR e

O

in 2021 02112119 u“\?w%-".:i

If the prediction materializes, it
would be the world’s third-largest
economy after the United States and
China

Source: Cybersecurity Ventures




CYBER FACT

e|t is estimated that businesses in 2021
will fall victim to a ransomware attack
every 11 seconds

eThe cost of ransomware to businesses
will top $20 billion

Source: Cybersecurity Ventures
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CEOs express increasing
concern about cyber
threats, misinformation
and tax policy uncertainty

Q. How concerned are you, if at all, about
each of these potential economic, policy,
social, environmental and business threats
to your organisation’s growth prospects?
(Showing only ‘extremely concerned’
responses)

Note:
‘Pandemics and other health crises’ was last included as a threat in the 18th
Annual Global CEO Survey

24= Annual Global CEC Survey | Key findings 2021
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Trade conflicts

Uncertain economic growth
Policy uncertainty

Cyber threats

Availability of key skills
Geopolitical uncertainty

Speed of technological change
Protectionism

Populism

Climate change

Exchange rate volatility
Increasing tax obligation
Changing censumer behaviour
Tax policy uncertainty
Inadequate basic infrastructure
Social instability

Lack of trust in business
Volatile commodity prices

Misinformation
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crises

Cyber threats

QOver-regulation

Policy unceriainty

Uncertain economic growth
Tax policy uncertainty
Populism

Climate change

Increasing tax obligation
Geopolitical unceriainty
Availability of key skills

Social instability
Misinformation

Speed of technological change
Changing consumer behviour
Supply chain disruption
Protectionism

Readiness to respond to a crisis

Trade conflicts

Declining well-being of your
workforce

2021 top 20 threats
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EXAMPLES OF PROMINENT APT GROUPS:

State Name Typical Targets

Iran APT39 The Middle East, telecommunications, personal registers

APT35 USA, Western Europe, cyber espionage, VIP persons

APT33 USA, Saudi Arabia, South Korea, energy sector, aviation industry

China APT40 Using cyber espionage to support China'’s foreign infrastructure projects (“Belt and Road”)

APT31 State administrations, the defence and aviation industry, cyber espionage

APT30 ASEAN (Association of the Southeast Asian Nations) members

North Korea APT38 Finance sector, cryptocurrencies, pharmaceutical industry (COVID-vaccines), Also known as "Lazarus”
APT37 South Korea, Japan, Vietnam, electronics industry, aviation industry, health care
Russia APT29 USA, Western Europe, cyber espionage, pharmaceutical industry (COVID-vaccines)

APT28 Eastern Europe, NATO-countries, defence industry




CYBERPOWER

In January 2017, the international security company,
Zecurion Analytics, estimated that Russia’s cyber forces
are the fifth strongest in the world, with a size of about
1,000 people and an annual budget of about S 300 million.

The United States, China, Britain and South Korea are
ahead of Russia.

The United States was estimated to have a cyber force of
9,000 people with an annual budget of S 7 billion.

China has the largest cyber force with 20,000 people, but
with an annual budget of only S 1.5 billion.

CYBERWATCH FINLAND




NEW GENERATION WARFARE

Russian military scientists Tchekinov and Bogdanov
defined “new generation warfare” and the Hybrid
warfare.

Despite its name, according to the researchers only
the former is warfare.

According to Tchekinov and Bogdanov,

the “new generation warfare” is an international
armed conflict in which non-military means must also
be used in a comprehensive and integrated manner.

These include, in particular, information, cyber

operations and psychological operations, but also
ideological, diplomatic and economic activities.
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HYBRID WARFARE

Tchekinov and Bogdanov defined hybrid warfare as an
interstate operation in which national interests are
fought for indirectly and military force is used only as
a deterrent

In 2019, Gerasimov went even further by arguing that
primarily non-military methods are used and only if
they fail, military measures are taken

Aleksander Bartosh, the current leading expert on
hybrid warfare, wrote in the 2018 issue of the Russian
General Staff’s magazine that the biggest change in the
transition from the Cold War to hybrid war is the shift
from ideological differences to differences between
civilisations
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The most significant hacker groups in Russia

Cooperation

Main Foreign
Intelligence Intelligence
Directorate Service

((e1200)] (SVR)

Sandworm Palmetto
Team Fusion
Guccifer 2.0 M Gamaredon

___________________________

NOTE! Each group can have up to
dozens of other names

Sources: Cunningham, Conor: 4 Russian Federation Information Warfare Primer, Research report, University of Washington, 12.11.2020
Russian Cyber Units, Congressional Research Service, January 4, 2021




FSO GRU SVR FSB
Political Intelligence
Economical Intelligence

Technological
Intelligence

Military intelligence
Active measures
Counterintelligence
Political security

Law enforcement

Sources: Galeotts, Mark: Putin hydra: Inside Russia’s intelligence services, European Council on Foreign Relations, 11.5.2016 ,p. 3
Russian Military Intelligence: Background and Issues for Congress, Congressional Research Service, 24.11.2020, p. 9
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CYBER SECURITY LEADERSHIP AND MANAGEMENT

* Comprehensive and reliable Cyber security awareness

* Adequate capacity for Cyber risk assessment and
management

* Agile Cyber preparedness and continuity plan

* Well-trained Cyber crisis management competence
* Superiority Cyber competence at the human sector
* Superiority Cyber technologies — smart choices

* Adequate Cyber budget

* Agile and Comprehensive Cyber culture
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Cyherwatch
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CYBER SECURITY LEADERSHIP AND MANAGEMENT
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* Agile and Comprehensive Cyber culture
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INVEST IN SKILLS

REVIEWS, INCREASED
SPECIAL TOPICAL

ANALYSES, STARTEGIC
PODCASTS AND AWARENESS

CYBERCATCH
NEWS

TAILORED
MODERN SEMINARS,

WEBINARS,
EDUCATION AND GAMES AND

ADEQUATE WORKSHOPS
CYBER
COMPETENSIES IMPROVED
ABILITY TO
PREVENT, CRICIS
MANAGEMENT
E-LEARNING CAPACITY AND

RE-SKILLING RECOVERY
UP-SKILLING PROCESSES
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TASK AND IMPROVEMENT

Innovative Cyber Security Technologies
Leadership

Coordination

Information sharing

Awareness

Cyber Crisis management capabilities

PPP- public private partnership

Comprehensive cyber security strategy

]
|

IMPROVEMENT

Analysed reliable information

Action plan implementation of the
strategy

National coordination
International co-operation
Risk Analysis Tools

Better Cyber Technologies

Education
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Beliefs

Leadership

BUILDING A SUSTAINABLE
CYBER CULTURE
Everyday

existence

‘ Human
knowledge
Behaviour

Attitudes

Culture is an umbrella term
which encompasses the social
behaviour and norms found in
human societies, as well as the
knowledge, beliefs, arts, laws,
customs, capabilities, and
habits of the individuals in
these groups.

Values
Training
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The backbone of Cyber Security is Leadership
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