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• Comprehensive and reliable Cyber security awareness

• Adequate capacity for Cyber risk assessment and 
management

• Agile Cyber preparedness and continuity plan

• Well-trained Cyber crisis management competence

• Superiority Cyber competence at the human sector

• Superiority Cyber ​​technologies – smart choices 

• Adequate Cyber budget

• Agile and  Comprehensive Cyber culture
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CYBER FACT
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Cybercrime is projected to cause a 
total of $ 6 trillion in damage globally 
in 2021 

If the prediction materializes, it 
would be the world’s third-largest 
economy after the United States and 
China

Source: Cybersecurity Ventures 
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•It is estimated that businesses in 2021 
will fall victim to a ransomware attack 
every 11 seconds 

•The cost of ransomware to businesses 
will top $20 billion 

Source: Cybersecurity Ventures

CYBER FACT
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EXAMPLES OF PROMINENT APT GROUPS:
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In January 2017, the international security company, 
Zecurion Analytics, estimated that Russia’s cyber forces 
are the fifth strongest in the world, with a size of about 
1,000 people and an annual budget of about $ 300 million. 

The United States, China, Britain and South Korea are 
ahead of Russia. 

The United States was estimated to have a cyber force of 
9,000 people with an annual budget of $ 7 billion. 

China has the largest cyber force with 20,000 people, but 
with an annual budget of only $ 1.5 billion. 

CYBERPOWER
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Russian military scientists Tchekinov and Bogdanov 
defined “new generation warfare” and the Hybrid 
warfare. 

Despite its name, according to the researchers only 
the former is warfare. 

According to Tchekinov and Bogdanov,                        
the “new generation warfare” is an international 
armed conflict in which non-military means must also 
be used in a comprehensive and integrated manner. 

These include, in particular, information, cyber
operations and psychological operations, but also 
ideological, diplomatic and economic activities. 

NEW GENERATION WARFARE
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Tchekinov and Bogdanov defined hybrid warfare as an 
interstate operation in which national interests are 
fought for indirectly and military force is used only as 
a deterrent

In 2019, Gerasimov went even further by arguing that 
primarily non-military methods are used and only if 
they fail, military measures are taken

Aleksander Bartosh, the current leading expert on 
hybrid warfare, wrote in the 2018 issue of the Russian 
General Staff’s magazine that the biggest change in the 
transition from the Cold War to hybrid war is the shift 
from ideological differences to differences between 
civilisations

HYBRID WARFARE
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Strategy Process and Cyber Resilience
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BUILDING A SUSTAINABLE
CYBER CULTURE
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Culture is an umbrella term 
which encompasses the social 
behaviour and norms found in 
human societies, as well as the 
knowledge, beliefs, arts, laws, 
customs, capabilities, and 
habits of the individuals in 
these groups. 
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The backbone of Cyber Security is Leadership



Thank You!
aapo@cyberwatchfinland.fi
www.cyberwatchfinland.fi
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