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The ability to prepare for and adapt to changing conditions and withstand
and recover rapidly from disruptions. Resilience includes the ability to
withstand and recover from deliberate attacks, accidents, or naturally '
occurring threats or incidents
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estdential Policy Directive (PPD , Criti ; nfrastructure Security and Resilience, February 2013
ps://www.dhs.gov/site’s/default/files/publications/PPD-21-Critical-Infrastructure-and-Resilience-508.pdf

I

© Bittium 2019 | Public



0\‘"

JC| !

Dynamic positioning ’
w7 _ AW

Dynamlc representatlon Segmentation
A, e ~¥/: 7

Non pers|stence Substantlated mtegnty

E S "W

Sl R | Pr|V|Iege restriction Unpredictability

Adaptive response
L o

Analytic monitoring

Redundancy

Coordlnated protection

Deception

Al

© Bittium 2019 | Public






Cancer clinic using Bittium SafeMove — resilience under cyberattack

Case: Cyber resilience under Wann

aCry

LTE VNS ¥

 Cancer hospital had a resilience plan
in place

* NHS shutdown caused by WannaCry
did not impact cancer clinic
operations

 Multiple measures had been taken
to prepare for disruptions, to
withstand the attack and to adapt to
changing conditions
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Cancer clinic using Bittium SafeMove — resilience under cyberattack

Case: Cyber resmence with B|tt|um SafeIVI
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Use of SafeMove Access Control server for Iimiting access
exclusively to NHS services

Use of cellular modems in laptops/tablets to find alternate
connection paths with hospital campus network/Wi-Fi shut down
Use of SafeMove automated disaster recovery server discovery to
access critical services from DR site

Use of SafeMove Field Office Router to provide secure ad-hoc Wi-
Fi access for non-cellular capable devices

Use SafeMove Analytics to discover suspicious network activity
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Cancer clinic using Bittium SafeMove — resilience under cyberattack

Case Cyber reS|I|ence with Blttlum Safe ,-

Use of SafeMove Access Control server for PFUMU
limiting access exclusively to NHS services
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Use of cellular modems in laptops/tablets to ' '
find alternate connection paths with hospital i DUW S I tY/

campus network/Wi-Fi shut down 1 Tt

Use of SafeMove automated disaster recover z
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server discovery to access critical services from

DR site
Use of SafeMove Field Office Router to provide R@@ﬂ @: a n G\-y/
secure ad-hoc Wi-Fi access for non-cellular T mw

capable devices A I] O O
Use SafeMove Analytics to discover suspicious lﬁ]@ WU@ m @ L'Ft:@ rl nbbgj

network activity .
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Resilience: WannaC
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Develop scenarios to
ensure to manage a
coordinated or multiple
attack, for

Local organisations’
business continuity and
disaster recovery plans

should include the

business continuity and
disaster recovery
plans should be regularly

necessary detail around tested, instance, a terrorist
response to cyber reviewed, updated bombing attack is
incidents locally combined with a cyber

attack.
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