Boosting your
performance in the
connected world.

Public cloud loT-strategy - case HSY



Agenda cosgeon ff
e Introduction - company presentation
* |oT-strategy — case HSY

* Public cloud in loT strategy

e Summary



This is Cybercom

We are here:
» Sweden
Finland
Denmark
Poland
India

1,260

Employees at Cybercom

Nationalities

Assignments
in 21 countries
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Business with
sustainability effects
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Full life cycle approach

As makers of tomorrow we are your partner in strategic advisory,
innovation, creation, testing and management of digital solutions
that are ahead of the curve.
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Tomorrow

Makers, because we 'make digital happen. =
We believe in talking less, doing more.
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Tomorrow, because we:want to create a
‘L= better tomorrow.
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~ Your partner in
digital transformation



Our mission

~ | o

Connecting production and products
has profound impact
Everything is optimised in systems instead of

individual units. The sustainability effects
include higher security and lower energy use.




Digital transformation ot

GROUP

We understand the trends and phenomena around the drivers,
how business and processes change as a result

“Digital transformation
reshapes every aspect
of a business.”

Forbes on digital trends

Change in value creation Change in the way organizations work
? ?

From products to services From linear and separate value chains to

and systems to experience cross-operational value streams

Value

Value




IoT strategy for HSY -
Helsinki Region Environmental
Services Authority

HSY produces waste management and water services for the Helsinki
Metropolitan Area as well as provides information on the Helsinki
Metropolitan Area and environment.

The organization realized that loT has become a central driver in it’s
services development, and needed a clear strategy for running and
managing these projects in an efficient way. As the biggest organization in
its field in Finland, HSY has the role as a leader and example of innovative
solutions within waste management and water service. In addition, loT
projects in HSY are often connected to private sector operators, which put
focus also to the business activity and HSY 's role as innovation generator
supporting private sector parties.

Cybercom helped HSY to clear the company’s loT vision and identify ways
to manage loT projects within the organization in a unified way. The strategy
was also designed to support further innovation and cross-boundary work
both within the organization as well as with third parties.

As the result, Cybercom was trusted to continue the technical work and put
the strategy to practice during summer / autumn 2017.




Starting point to loT strategy

Multiple loT-POCs
ongoing with
different
technologies

loT does not fit
well in current
project models

No clear and
efficient
way-of-working
guidelines

Application
life-cycle not
managed:
PoC or prod?
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Data Data

Nobody manages
corporation level
data ownership:

data often in third-
party platforms



loT-strategy targets -
' Efficiency from technology standards

loT security is understood and managed better

Data ownership is managed

Data is available and found in corporation level

Allow fast POCs and technology trials

Allow POC to grow to full integrated production systems
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Kayttéonotto

Valitaan
gateway Yhteyden
-laite ja avaaminen ja

integroidaan  todentaminen

Q

Loytyy sensori
joka toimii
halutussa
tarkoituksessa

Yksikolla kirkkaana mita

ratkaisulla halutaan
saavuttaa

Paadtos: tallainen

halutaan ja talle
lahdetdan

rakentamaan ratkaisua

Tarvitaan sisaantulo,
ulostulo ja ohjelmisto
Konfigurointi:
tietoturva-sertifikaatti,
yhteysosoitteet

loT-yhteys-henkil6
auttaa valitsemaan
polun:

miten ratkaisua
ldhdetdan
toteuttamaan?

tihan malli
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tiedon Y ) :njayhteyden ohjelmisto- sensorin
tallentaminen Integraatio esim. valvonta paivitykset lisddminen

laskutusjdrjestelmaan

Laitteen re- & tiedon Analytiikan Tietoturva- Kaytosta
kisteriminen  kirjaaminen rakentaminen péivitykset poisto
pilveen & data-katalogiin
laitehallintaan cee
+testaus i Tausta- Ohjelmiston
Data ladattavissa esim. jarjestelman &Uln

Exceliin / QlikViewiin kehittaminen  rakentaminen

Azuren

o "
kompo- Data lake bt
nentit et vl =
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Laitehallinta

Tihalta standardoitu Tihan
GW. Toteutus pro-  yhteys-
jektityona Tihalta palvelut

Tietohallinnon vastuulla

Tietohallinto tarjoaa tydkalut,
(muu) kumppani toteuttaa
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Tiha antaa Tiha Tihatarjoaaalustan & Laitehallinta tihan olemassaolevilla
oikeudet antaa oikeudet, kumppani jarjestelmilla, ongelmatilanteiden hoito
kumppanille toteuttaa toteuttaa

tietohallinnon help deskin kautta
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Your agile cloud'partnerfronr.design
to managed operations. We helg-you
utilize the-cloud capacity and's * s>
traditional virtual capacities:n.an, .
efficient andflexible manrj'e(.'. 008, ¢
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Why public cloud in loT strategy? —

GROUP

« Simple and transparent pricing model that fits POC and PROD
 Managed and robust global reach hi-availability services

* Run diverse loT-application catalog in single platform

* From POC to PROD to full digital transformation

» Great scalability

» Good Integrations to Bl, analytics or almost any system



Pain points in public cloud? —

GROUP

« Some level of technical competence or good partner required for

organization
« Hardware integrations often are not trivial
* Heterogonious device management from HW level still complex

* Dependent of international data traffic

— (AWS in Sweden, AZURE norway, GOOGLE Finland)



Public Cloud — Saa$S, PaaS and laaS .
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SaaS Software-as-a-Service: Instant deployment ready made loT
applications.

Platforms: instant analytics, data warehouses
PaasS and user interfaces

“ EEN

l I computing, networking, CDN, Integration

Infrastructure: Fast software development:




SaaS example - loT central Demo -
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https://azure.microsoft.com/en-us/services/iot-
central/demo/
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Good public cloud architecture -
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Cloud native
Microservices

Serverless based

wriaced ) Hybrid cloud,edge compute and on-premises

J— %



loT architecture based on public cloud (Azure)



Some examples of cool services: -
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AWS Greengrass -Local compute, messaging, data caching,
sync, and ML inference capabilities for connected devices.

AWS Device Defender Security management for loT devices

[ 2] AZURE Logic Apps - Automate the access and use of data
across clouds without writing code

AZURE Digital Twins - Model and interact with the real world



S u m m a ry CYBERCOM rf(

(@{0]V]

* Do you need loT strategy?
—How loT fits to everything else you do?
—Is your data in silos or in use?
—How do you enable bottom-up and manage top-down loT?

 Public clouds are great for loT
— Public cloud has many benefits in loT strategy
— Cannot go wrong with AWS os Azure
— Cloud is evolving fast towards simple and ready-made services
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Tarmo Pajunen
Cybercom Finland Oy
tarmo.pajunen@cybercom.com




